. splaShtOp SOLUTION BROCHURE - IT TEAMS

AUTONOMOUS ENDPOINT MANAGEMENT

Autonomous Endpoint Management
for Smarter IT Operations

Automate routine IT tasks and keep every device secure, up-to-date and compliant with real-time
patching, full visibility and remote control — all from a single console.

® 4% ©

Total Visibility Real-Time Patching Audit-Ready
One console, every endpoint OS & third-party, automated SOC 2 - ISO 27001 - HIPAA
2 Endpoint management, endpoint security and remote access consolidated into one platform — available as
I SO 7 0 0 1 cloud or fully self-hosted On-Premise deployment for organisations with strict data-governance
ISO/IEC CERTIFIED requirements.

AUTHORISED PARTNER Presented by SecureCentral — Authorised Splashtop
Asia Pacific Partner for Asia Pacific. Licensing, deployment and in-

region support.
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splashtop

AUTONOMOUS ENDPOINT MANAGEMENT

ONE UNIFIED PLATFORM

THE PLATFORM

Complete endpoint control, built
into the tools your team already uses

Splashtop AEM extends your existing Splashtop console with proactive endpoint management — moving IT from a

reactive break-fix model to automated, preventive operations.

o my.splashtop.com / endpoint-management / overview
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Devices Needing Patch Vulnerable Endpoints

Vulnerabilities by Severity

Medium 175

The AEM overview dashboard — fleet health, patch compliance and prioritised vulnerabilities at a glance.

26
Centralised Visibility and Control

Oversee every endpoint from a single console. Track assets,
vulnerabilities, device health and patch status across distributed
environments.

63

Support Employees Anywhere

Resolve issues faster with secure remote access and support for any
computer or mobile device, without disrupting end-user productivity.

Windows - macOS CISAKEV - CVE

Continuous vulnerability scanning

SPLASHTOP AEM - THE PLATFORM

Prioritised threat intelligence

o
Real-Time Patching and Operations

Automate OS and third-party patching, software updates, scripts and
recurring maintenance so devices stay current without manual effort.

C

Compliance and Cyber Insurance

Demonstrate readiness for SOC 2, ISO 27001, HIPAA, PCl and GDPR
with patch compliance, remediation history and security reporting.

24/5

Expert support by phone, chat, email
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SpIaShtOp FEATURES & BENEFITS

AUTONOMOUS ENDPOINT MANAGEMENT

CAPABILITIES

Features that do the routine work for you

Vulnerability Detection & Patching = o
” SyncGuard
IFELE Software Updates Policy - Windows Servers
v Continuously scan Windows and macOS for CISA KEVs, CVEs and missing software @ oashbos S ——
updates ; o romsictpiss @ o
gty tequire Approval of
Identify and prioritise zero-day and high-risk vulnerabilities — el P oy
. . . . Updat Ring Dev | Test | Production - Production
Automate OS and third-party application patching i ey
v Deploy via policy-driven workflows or on-demand actions Fesetefaus
Available Software Updates
Automation & Endpoint Operations s puge1 s s v

o Sotoare Verson Sowrty  Pudished st

() Microsoft Windows 10 Security Update — =0 ;
(Keso03657) 10019041388 2003:0613 Avalable

v Policy-based patching with version control and update rings

2 dobe Aot Réeder Update 2200320314 2023-0518  Scheduled

Trigger automated fixes for common recurring issues (9 Googl Chrome Updste 10838140 20230615 Scheded

Schedule scripts and tasks across thousands of endpoints Policy-driven patch automation with update rings and scheduling.

v Background tools, task manager and file transfer without interrupting users

Security, Compliance & Reporting

Enforce endpoint configuration and security policies

Detect and remediate non-compliant endpoints automatically
Audit-ready dashboards, asset inventory and endpoint security reports
Extend protection with antivirus and EDR integrations

v 2FA, endpoint MFA, session audit logging and end-to-end encryption
“It allows us to move from a reactive support model to a

Remote Access & Support preventive one, ensuring our endpoints are secure and
our operations efficient.”

v Attended and unattended access to Windows, macOS, Linux, iOS and Android llanS.-CTO/CIO

v Investigate and remediate without interrupting the end user

v Reduce time-to-resolution and eliminate manual handoffs between teams

COMPLIANCE & CYBER INSURANCE READINESS

Patch compliance evidence, vulnerability remediation history and endpoint protection

coverage reports that stand up to audits, internal reviews and insurance renewals —
mapped to SOC 2, ISO/IEC 27001, HIPAA, PCI DSS and GDPR.

BUSINESS BENEFITS

S “y & ®

Consolidated Platform Cost-Effective & Scalable Faster Time to Value Unmatched Service
Endpoint management, endpoint Cut licensing overhead while Deploy in days, not quarters — no 24/5 expert support plus
security and remote access in one scaling across hybrid, multi-OS traditional IT tool complexity. SecureCentral engineers in your
product. fleets. time zone.
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SpIaShtOp ON-PREMISE & NEXT STEPS

AUTONOMOUS ENDPOINT MANAGEMENT

DEPLOYMENT OPTIONS

Splashtop On-Premise — built for
organisations that answer to data governance

Where cloud is not an option, Splashtop On-Premise delivers the same endpoint management, patching and remote
access capability entirely within your own perimeter. Self-hosted, fully under your control, and ideal for any organisation
with data residency, sovereignty or regulatory obligations.

Your Infrastructure, Your Control
Deploy the Splashtop gateway inside your own data centre or private cloud. Sessions, credentials and
endpoint data never leave infrastructure you own and operate.

o
(o)

6 Data Sovereignty by Design

Keep all session metadata and logs within your national borders — ideal where regulation or internal policy
prohibits data residing offshore or in multi-tenant clouds.

Air-Gapped & Restricted Networks e
Operates without dependency on external cloud services, supporting isolated OT, manufacturing, defence and
research environments. v Banking, financial services and insurance

+ Government and public sector agencies
v Healthcare and medical research
v

Defence, aerospace and critical

infrastructure
ﬁ Enterpnse Identlty Integratlon v Manufacturing and industrial OT networks
Native Active Directory / LDAP integration, SSO, granular role-based permissions and your own retention . )
policy for session recordings and audit logs. v Legal, professional services and any
organisation with strict data-governance
mandates
Splashtop is ISO/IEC 27001 certified
ISO/IEC Splashtop maintains an independently audited Information Security Management System certified to the ISO/IEC 27001 international
27001 standard — verifying that security governance, risk management and operational controls are formally documented, monitored and
CERTIFIED continually improved. This sits alongside SOC 2 Type Il attestation and support for HIPAA, PCI DSS, GDPR and FERPA obligations, giving
security and compliance teams third-party assurance rather than vendor claims.
YOUR ASIA PACIFIC PARTNER (&) SECURE CENTRAL
Regional Licensing & Commercials Deployment & Onboarding Local Support & Advisory
Local-currency quotations, multi-year agreements On-prem gateway architecture, policy design, pilot In-region engineers for escalations, quarterly
and consolidated licensing across Asia Pacific rollout and integration with your existing ITSM reviews and compliance-readiness guidance.

entities. tooling.

Start your free trial or book a live demo

Talk to SecureCentral about a scoped pilot — cloud or on-premise — on your own endpoints.

(L) SECURE CENTRAL

AUTHORISED PARTNER - APAC

B info@securecentral.net @ www.securecentral.net

SPLASHTOP AEM - ON-PREMISE & CONTACT WWW.SECURECENTRAL.NET 04



